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FRAUD SAFETY
CHECKLIST

This checklist is a handy tool which you can fill with useful information to help
if you suspect you are in contact with a scammer, or at risk of fraud.

Checklist
Identify the number

Question why they're calling
Call back on a trusted number

Get a second opinion from a trusted friend,
family member or professional

If in doubt, report it
Are they pressuring you to act quickly?
Always call from another phone line using the

number on the back of your bank card, never
the one given to you by the caller.

Stuck on what to say? Key phrases

“l want to confirm what you're saying to me, so
I’m going to end the call and call back later”.

“What did you say your name/company was?”

“Can | ask how you got my number?”

Key organisations and numbers
Action Fraud: 0300 123 2040

The Financial Conduct Authority (FCA): 0800
111 6768 or www.fca.org.uk

Dial 159 - https://stopscamsuk.org.uk/159
StepChange: 0800 138 1111

Your bank

Tips
If it sounds too good to be true, it probably is.

Your bank will never ask you to transfer

money to a‘ safe account’ or anything
similar.

HMRC don't make unscheduled calls, but do
send letters and emails instead.

It's always better to take a few minutes to
confirm what theyre saying, than to rush into
making a decision.

It's illegal for investment/pension companies
to make cold calls.

Ask yourself “ Could | explain this investment

to my friend/family?” If the answer is no,
don't do it.
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	Stuck on what to say Key phrases: “I want to confirm what you’re saying to me, so I’m going to end the call and call back later”.
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